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C XaATBD TOTOM MOTOICAN B HHTCPHETS CTAHOBHTRCA GOTSIIE, 2 IIKOTBHFKN OTHH M2 CAMBIX AKTHEHBIX NOTSI0BATCNCH
unTepreTa, MeAZY TeM, TOMIMO OFPOMHOTO KOTHYCCTE BOIMOAHOCTSH, HETCPCT HeceT H NpodIesL. Ta NaMATKA JOTAHA
TIOMOTS Tebe G30TACHO HAXOTATECA B CETH

KOMITBIOTEPHEIE BHDYCH

KOMIEKOTEPHEL EHDYC — 5T0 PA3HOEHAHOCTE KOMIBIOTEHBIX NIPOTPAMM, OTTHYHTEIBHOH OCOBEHHOCTSIO KOTOPOIl ABIAETCA
C0COBROCTS X pazMHOACHIIO. B JOMOTHEHHE X TOMY, BHPYCH! MOTYT HOEPEANT HIH NOTHOCTIO YHIFTTOAHTS ECE QailTsl 1
HaNHELe, NOTXORTPOTHHELE NOTS30EATEIO, OT HMEHH KOTOPOTO GELTA 3alyIIeRa JDAKEHHAS NPOPAMMA, 2 TAIAE TIOEPETHTE
ATH Zake YHITTOAITS OMICPAHONKYIO CHCTEMY CO BCMH (afiiaMi & NeToM. B GOTMEHCTES CTY¥ach PACTPOCTPARAIOTC
BHDYCEI Sepes MHTCPHET.

MeTOabI JAMATEL 0T BPEIOHOCHEIX TPOTpPAMM:

+ Mcrions3yii COBPEMEHHBIE OIEPAITHOHHELE CHCTEMEL, HMEIOIIHE CEPbEHBI YPOBSHE AIIHTH OT EPEAOHOCHBIX IPOTPAM;

- PaGoraii a CBOGM KOMIHIOTpE TIOR TPABAMH NOTRIOBATETA, @ HE AIMENMCTPATOPa. JTO HE TIOEOTHT OGOTBIHHCTEY
BpEAOHOCHSIX NPOrPR)L HHCTALTHPOBATECA K2 TBOCM TIEPCORATEHOM KOMITBIOTEpE:

+ cnomsayii aRTHEpYCHELE TpOrPaMMIBIC IPOAYKTE! H3BCCTHEIX NPOMIBOTHTSICH, € ABTOMATHTICCKIN OGHOBICHMENM G2z

+ Orpanms Gusmieckutii ZOCTYN K KOMIBMOTEPY A5 HOCTOPOHHHX THII

- Henotsayii BRemAHe HOCHTTH MEGOPMAINE, TaxHe Kax GICIKa, FACK HTH Gaii M3 HHTCPHETA, TOTHKO H3 IPOQEpERHSIX
HCTOMHIKOE:

« He OTKpEIBali KOMIBROTEpHBIe (AilTEL, MOTYYCHHEIE H3 HEHAZEAHEIX HCTOTHHKOE. [Jake Te (hafilbl, KOTOPSIE MPHCIAT TEOH
sHaxosit. JIyHIe YTOMHA Y HEro, OTIPARILE TH O Te0e HX.
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Cetn WI-FI

Wi-Fi - 270 He BEA NIepeIATH JAMHBLX, He TXHOTOTHA, 2 BCCTO TMmb Gpens, Mapka. Eme & 1991 roxy musepranickas
xo\TIaHUA saperHCTpHpoBaTa Opena «WECA», 1o ofossatato ciopocotcTamme «Wireless Fidelity,, xoTopsrii nepeoaTCa
KaK «GeCIpOBORHAR TOTHOCTS. Jlo HANIETo BpEMeHH AOILT2 AYTas A0OPEHATYPa, KOTOpax BTACTCA Taxofl e TexHOTOTHER
370 abbpesmatypa «Wi-Fir. Taxoe Hasmasme GEUTO ZaHO C HAMCKOM HA CTARIAPT BHICHIN 3EyKoRo Texmma HiFi, wro 3
HIepeB0IE O3HATACT (BBICOKAT TOTHOCTE).

Jla, GecnIaTHE MHTCPHET-0CTYN B xate, OTETAX M 29PONOPTaX FBIACTCH OTTHIHOM BOIMOKHOCTEIO BX0Aa & HATepHer. Ho
\MHOTHE IKCIEpTHI CMTaIOT, 7T ObmeocTyMHste Wi-Fi CoTH e ABAMOTCA Ge20MAcHBIL

Comerst no GezomacmocTn padoTe & obmeaocTymHEIX cerax Wi-fi:

+ He nepexasaii ceoro mrEylo MEGopyammo Gepes obmexocTymuse Wi-Fi ceru. PaGorat B HIX, AeTATETSHO He BEOTATE
NApOTH A0CTYTI2, TOTHNB! H KAKIE-TO HOMEPa:

- cnomaayii 1 0GHOBAH aHTHEHpYCHBIC MPOTPayMEL 1 Gpanznayep. Text CaMEIM Tl 0G€30NACHIS Ce57 OT 3AKATKH EHPYCa K
TEOE YCTPOHCTEO:

- TIpn ncnossonasmm Wi-Fi ommomn gysxmmo «OSmmi ZocTyn x (aiitan 1 npusepay. Janmas GyRKINA 3axpaiTa o
YMOTIARII0, OTHAKO HEKOTOPHIE TIOT530BATETH AKTHBAPYIOT €& T4 YA0OCTER HCHOTS30BAHNA B PAGOTE IIH YICOe,

* He menomseyit nyomrmmsiii WIFL 211 epelann TMuHSIX AQHEX, HAUDHNCp ATA BHXOZA B CONMATSHEIS CETH HTH B
21eKTpORHYIo TIOTTY:

 Hnioms3yii ToTexo 3ammmensioe coequmenne gepes HTTPS, a ne HTTP, . npn naGope ae6-azpeca somu memxo «htips://y
- B yobutsnoM Terehore oTxmom ymammo «[logxmotenne x WiFi asTovatmiccxs. He Zomycxadi asToMaTiccroro
HOZKTioReANA yCTpoficTER K ceran Wi-Fi Ge3 TBOETo CorTacks.
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ComHaTbHEIE CeTH

ConmaTsHBIc CeTr aKTHEHO EXORAT B HAIIy AH3HS, MHOTHE TOTH PAGOTAOT H KMEYT Tay HocTosHo, a & Facebook yixe
32PETHCTPHPORAH MITHPA HETOBEK, IO ABIASTCH OHOM CENBMOM BCEX AHTeled miametsi Mrorme momssopatem me
TIORINIOT, To E(OPMAIIS, PASMCIIEHHAR HMH B COUMATRHAIX COTAX, MOACT OBITs HAACHA H HCHOTSI0BANA KeM YTOTHO, B
ToM THCTE He OGTIATETEHO € GIATMMH HAMCPERHAM
OCHOBHEIE COBETEI IO 6e30TACHOCTH B CONMATLHBIX COTIIX:
+ Orpasms criicox Apyaci. Y Te6% B APYIBAX He AOTAHO OBITS CTyTafNBIX H HEHAKOMBIX TIOTCH:

- 3ammmaii ceoo wacTiyio mams. He ykassmmail MapoT, TelcQOEL, aApeca, AATY TEOSTO POAICHEA H ADYIVIO THTHYIO
HEOpMATIO. 3I0YMBIIICHINK MOFYT HCHOTS0BITS JAKe HEQOPMAMIO O TOM, KaK THl H TEOM POFATCIH MIGHEpYeTe
NpoBECTH KaRHKYTSL

- 3ammmai czoio PENYTAIO - ACPAT c¢ B THCTOTE  3a3aBal CeGe BOMpOC: XOTed GBI Thl, TTOGH APYTHE NOTRI0BATETH
BHAeTH, 10 T 3arpyacms? [IoAyMa, IPEAIE eM TT0-T0 ONYOTHKORATS, HATHCATS H 3aTPY3HTS.

+ i Tl TOOPHIIS  TOZRAH, KOTOPBIX e HACM, He HCHOT53y CEOS PEATSHOE HMA i APYTYIO MHTHYR0 HA(OPMAIIII: M,
MECTO AHTCTECTER, MECTO YIeOR 1 IpOTce,

 Usoerait pasemenna doTorpagumii = IHTepHeTe, TAc Tl MI0GPAATH HA MECTHOCTH, O KOTOPOfi MOAHO ONPEACTHTS TEOS
secTononoAeHTE:

+ TIpn perMCTpamym » CONATSNOM COTH HEOGXOTMMO HCTOTHI0RATS CTOAHBIC TAPOTH, COCTOAME HZ GYKE 1 IAdp I C
KOTIICCTEOM SHAKOB He MeHee §

+ 114 commaTRROf CeTH, NOTTBL ¥ APYTHX CAiTOR HEOGKOTIO HCHOT5208aTS pasHie mapoms. Toraa ccTm Teba B3TONAIOT, T
IOYMSIIICHHTIN IOTYaT AOCTYT! TOTHKO K OFHOMY MECTY, a He B0 BCE Cpasy
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DIEKTPOHHEIE JSHBIH
eKTPORHSIE ACHBTH — 2TO OYEHE YXOGHSIA CHOCOS MIATEACH, OTHAKO CYIIECTEYIOT MOMICHEMKH, KOTOpEIE XOTAT IOy THTS
T ferra.
KTpOHHBIE ACHBTH NOABATICH COBCEM HEAAERO H HMEHNO H3-32 3TOTO 5O MHOTHX FOCYIZpCTEAX 40 CHX TIop He IPOTHCAHO
Tpo mix = saxonax. B Poccin e oHH (YEKINORMPYIOT I 0 HIX Ye NPONECAHO B 3aKORE, TAC HX PA3ICIAOT K2 HECKOTBKO
BHIOB — AHOMMESC W He QHOHMNEbC. PAJMIG B ToM, STO GHORMMEBIC - 3T0 Te, B KOTODHX paspelaeTCh NpOEORHTE
onepany Ge HACKTAHKAIN TIOT30BATENS, @ & ACAHORMMESX HACHTHHKAIN TI0TH 05ATENA ABTACTCA 0OA3ATCTHOR
Tascke CACAYET PasTHTATE AICKTPORHBIC GHATHEIC ACHIH (PABHB! TOCYAAPCTESHEEN BATIOTAN) i HICKTPORHEIC HeHATHbE
ACHBTH (HE PABHB TOCYAAPCTECHHE BATIOTAM).
Ocuoubte coreThI 10 Ge20MacHOR PaGOTe € 2TeKTPORKEINE AeHBIAMH:

TIpBmxn K CICTY MOGHTSHBH TelehoH. DTo CaMblii YAOOHS H OHCTPSIA CTIOCOS BOCCTAHOBMTS AOCTYN K CHCTY.
Tlpuessansii Te1edOH IOMOKET, €CH 3a0yASIB CEOI IUIATEAHEI IAPOTE HIH 3afLISIB Ha CaliT C HEIHAKOMOrO YCTPOHCTEA;
+ Henomsayii oasopazossie napomn. [locie epexoda Ka YCHICHEYIO a5TOPHIAINO Tede YAS He GYACT YTPOKATh ONACHOCTS
KPAAH LTI NepEXBATa TLIATEATHOTO AP,
+ Batbepn ca0ms napos. IIpeCTyMHMKAM GYACT He TPOCTO YTafaTs cIoAHE napots. Hazeamsie napomn — 3To napor,
KOTOPBIE COTCPAQT He MCHCe § IHAKOB H BKTOTAOT B Ce0% CTPOTHBIC H NPOMACHSIS OYKES, NAQPE 7 RCCKOTSKO CHMBOTOR,
Taxme Kax 3HaK A0T1ap2, GYHTa, BoCKIAATE TeHA 2nax 1 1.1 Hanpmicp, StROng!
+ He BEOZH CEOH JHYHBIE JAHHBIE Ha CAfiTAX, KOTOPBIM HE JOBEPACIIE.

DIIeKTpOHHAs M04Ta

DACKTPOHHAT TOTa — 3T0 TEXHOTOTHA H NPEOCTARTAEMEE €10 YCIYTH 1O MEPECHUIKE H NOTYSeHHIO MICKTPOHEBIX
COOBIIEHH, KOTOPEIE PACIIPEREAITCA B KOMIIBIOTEPHOI ceTH. OBBITHO HICKTPOHHELH HOTTOEBII AIHK EEINIATHT CICAVIOLIHM
oGpazos: MA_noTsa0aTens@mis_AoMea. Taike KpOME NEpelati NPOCTOTO TeKCTa, HMCSTCH BORMOAHOCTH NEpEldEath
baiiTeL

OcHoBHbIe COBeTEI 110 Ge30macHoii paBoTe € 31eKTPORHOH MOITOH:

+ Hazo 5ai0pars MPasRTsHBI NOTIORSA CCPEHC. B HNTGpHCTS €CTh OTPOMHBI BHIOOp GCHIATHEIX MOTIOBSIX CEDBHCOE,
02H2K0 Ty IIIe TOEEPATE TeM, KOTO JKACME i KTO NEPESIT & PEATHATe:

« He yxassipalt & THHOR no<Te THYI0 HEGOpMamo. Hanpmep, my<ime 5aibpaTs «ryzsiatsusil_danar@» wi «pox2013»
EMecTo «Tenal3y:

+ Henosayfi AByXaTamsyto azTopH3anio. DTo KOrAa TIOMIMO [IapOA HYAHO BEOJHTS K0X, NPHCHLIAcMEM 1o SMS.

+ Brtbepn CI0AHEIH napors. [l Ka£I0r0 IOYTOEOTO AWK AOTKEH OBITE CBOH HAXEKHEL, YCTORTHEEIH K B3IOMY IIapOTE:

« ECITH CTs, EOIMOAHOCTS HATHCATS CaMOMY CEOH THTHBI EOTpPOC, HCIOTB3yH STy EO3MOKHOCTE

« cnomeay/i HECKOTSKO MOMTOESIX AMHKOE. TlepEsiit A% YaCTHOM NEPEHCKI C aIPECATaMu, KOTOPSIM THl AOEepaems. JT0
‘IEKTPOHHEL aIPEC He HATO HCTIOMB0BATE TIPH PETHCTPALAH Ha (OPYMAX H caifTax:

« He otkpaicali bafiTl i APYTHE RICASEMA B MHCHMAX ATAE €CTH OHH NPHILTH O TEOHX ApyseR. Jlywime yrodmm y Himx,
OTnpaEsH T3 OFH TeGe 3TH BaKTEL

« Tocite oxoRvaris paBOTE Ka HOTIOROM CEPEACE Mepel JAKPHITHEM BKTATKI ¢ CalfToM e a0y HakaTh Ha (BT,
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KHOpGYLTHET HTH BHDTYaTBHOE HIIEBATETHCTEO

KuOepoyITHAr — npecieiOBasme COOOIICHWAMH, CORCPAANIME OCKODOICHNA, ArPECCHIO, JANYTHEANNC; XYTHFGHCTE
ColHatEHOE GOAKOTHPORAHHE C IOMOLIBO PA3THYHEIX HHTEPHET-CEPEHCOE.

OcroBRxIe coBeTs1 no Gophde ¢ KuGepyTHAIOM:

+ He bpocaiica & Gofi. Jymmii ciocod: NIOCOBETORATECA KaK CEOR BECTH H, G HET TOTO, K KOMY MOAHO 0GpATHTECA, TO
BHATATC YCHOKOMTECA. ECTH Tel HATHCII: OTESTATH OCKODOICHMAMH Ha OCKOOIGHEA, TO TOTHKO CIIC GOTSIE PA3oACKCIN
xomGIHKT:

« Vnipasnaii ceoeii kubeppenyTamei;

+ Anommumocts  cemn Mm@z, CYIECTEYIOT CTIOCOGH! BSIACHATS, KTO CTONT 32 ZHOHMHSIM aKKAYHTOM.

+ He CTOWT BecTH XYTMTAHCKHH 0Gpa: BHPTYATHOR AH3HH. IIHIGpHET QHKCHPYCT Bce TEOH ACCTEHA H CONPARACT HX.
VaamTs wx GyaeT Kpaiinic 3TPYARAISTRO,

+ Cobmionait CEOi BHPTYAITBHYIO 9ECT CMOTOAY:

+ Hrsioprpy#i cxummuei meratss. ORHOPasoBsic OCKOPOMTCTRHbE COOGIICHNA 3
IpeKpAIIACTCA Ha HATATEHOM CTAHE:

- ban arpeccopa. B TpOTpAMAAX OGMCHA MIHOBCHHSIMY COOGIICHIA, B COUMATRHAIY CETAX CTh BOMOAHOCT GOKHPOBKH
OTNpABKH COOOIIEHHIA C ONPEACTEHHELX APECOE:;

+ Ecan Tot cBHACTeTs xuGepoyATanra. Taon CHCTEA: BHICTYIHTS NPOTHE IPECTCAORATEA, TIOKAZATS €MY, TT0 Cro ACHCTEHA
OUCHMBROTCA HETATHERO, MOAACPAATS ACPIEY, KOTOPOF HYAHA ICHXOTOTMICCKaA TIOMOMIS, COOOMIATS BIPOCTENI o daxte
aTpecCHEHOTO ToBeACHIA B CoTH.

rme mrmoprpozats. OGsMHO arpeccs

OHIIHHT HITH Kpaka THHBIX JAHHEIX

OBBrHON KpameH ACHET H JOKYMEHTOE CETOJHS YKE HHKOIO He VAHEHEHIND, HO C DasBHTHEM HHTEDHET-TEXHOIOTH
SIOYMSIIICHATIN TIePEMECTHTICS B MHTCPHET, H NPOACTAIIOT 3AHAMATEC (TOOHAEND AcT0M. TaK IOSBRIACk HOBAA YTPOIA:
HHTSHCT-MOMCHHITICCTEA 7T (WIIHF, [IABHAA NETh KOTODOTO COCTOMT B TIOTYWCHNH KOHGHACHIMATSHSIX IGHHEX
NoTs30RATE e — TOrMHOE 1 Napotci. Ha anrmaficxon assike phishing wHTacTes Kax grmmar (o fishing — peionas 1os1s,
password — napos).

Ocrosmxte coseTs1 o Gopsde ¢ ummmrox:

+ Catean 3a cBom axxaysTon. ECTH Thl HOZ03pEEaCIIS, <10 T50f HKSTa G5L1a EXIOMAHA, TO KeOGTOMNO 3a010KHPOEATS ec 1
COOGIIHTS aT\HHHCTPaTOpaM PECypea 06 FTON Kak MOAHO CKOPEE:

 HlenomssyT Ge30mackste BeS-CaliTst, B TOM SHCAe, HHTEpHET-MATasHHOB H HOHCKOBSIX CHCTEA:

+ Menomsayii crommsic 1 passsic Hapos. TaKI 0GPazoM, CCTH TebR B¥IONEIOT, To F1OYMBIICHEIXH IOTYTaT JOCTYT TOTSKO
X 0AHOMY TEOGMY TPOGHTIO B CETH, 4 He Ko BCeM;

+ Ecau Te68 B3I0MATH, To HEOGXOAMNO NPEAYIPEANTS BCEX CEOMX SHAKOMBIX, KOTOpIc J002BICHSI Y T6% B APY3BaX, 0 TOM,
70 Te5% B3TOMATH X, FOIMOINO, OT TEOCTO MMCHH GYACT PACCHLIATECA CI2M H CCHIIKH HA QMIIRIOBSIE CaiTE

 Veranosn azeamsii napots (PIN) Ha MobRIsHEH Te1edoR.

+ OTimom coxparemme 12poTA B paysepe:

« He oTxpeipaii GaiiTs H ApYIHE BIOKCHHA B MHCBMAX JOKS CTH OHH NPHILTH OT TEOHX Apyseii. Jlydme yTowmm y Hx,
OTMIPABLTH 1 ORH Tebe 3TH GaiLTLL
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ABTOpCKOE Tpaso

CoBpeyenmbIe JeTH — aXTHEHBIC TIOTBIOBATETH HAGPOBOTO MpocTpancTsa. OTHAKD AAICKD He BCE IHAOT, TTO NOTHOBINHS
MHOTHMH BOTMOAHOCTAMH LABPOBOTD MDA TPEOYeT COOTIOACHIA IPaB Ha HHTE-LICKTYTSHYE0 CORCTECHHOCTS.

Tepyi (MHTCIICKTYaToHAR COOCTESHHOCTE OTHOCHTCA X PASTHFHEI TEOPCHEAM IETOBCIECKOTO YA, HITHHAA C HOBBIX
H300peTeHI 1 HANOR, OGOSHATAOMIEX COOCTECHHOCTE Ha MPOAYKTL M YCTYTH, H 3aKANTHBaA KHMIaMH, GoTorpadmmm,
KHEOBITE\E)H B MYSHIKATS HEIMH TIPOHIECACHHANA

AzTopcxze npasa — 370 Npasa Ha METSTICKTYATRHYIO COGCTECHHOCTS Ha NDOMIBCACHNA HAYKH, THICATYPSI M HCKYCCTEL
AgTopckie NpaEa BRICTYNAIOT B KA€CTBE T[APAHTHH TOTO, IO HHTELIEKTYAIBHELDTRODMECKHA TPYA 4BTOpa He OyaeT
HATDACHEIN, JACT €My CUpAECATHBHIC EOIMOAHOCTH 32pAOOTAT Ha PESYTBTATAX CBOSTO TPYA3, NOTYSHTS HIBCCTHOCTS I
npmmanye. HAXTO Gz paspemcHuA asTopa He MOAST BOCHPOMIEOTNT CTo MPOMIBCACHNC, PACTDOCTPAHAT, MYGIHTHO
A€MOHCTPHDOEATS, TPOABTS, HMTIOPTHPORATS, MYCKATS & TIPOKAT, IYOTHIHO ACTIOTHATS, TOKAISIBATS ACTIOTHATS 5 2gHpe HTI
passemats 5 Hateprere.

HlenoTs305aMe (THPATCKOTO» MPOTPAMMHOTO 0BCCTETCHIA MOAET NPHECCTH K MHOTHM PHCKEM: 0T TOTepH JAHHEIX K TEOMM
axKayHTaM 0 GIOKHPOEKH TEOGTO YCTPOAicTEa, TA¢ YCTAHORTCHNH He AeraTsHas nporpayya. He CTOMT Taske 20sizars, 110
CYIECTEYeT AeraTbHEE H GECILTATHBIE IPOTPAMMEL, KOTOPEIE MOAKHO HAHTH B CETH.





